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ABSTRACT

Hospitals store and manage personal and health information through the electronic medical record (EMR). However,
vulnerabilities and threats are increasing with the provision of various services for information sharing in hospitals. Therefore,
in this paper, we propose a model to prevent personal information leakage due to the transmission of patient information in
EMR. A method for granting permission to securely receive and transmit patient information from hospitals where patient
medical records are stored is proposed using OAuth authorization tokens. A protocol was proposed to enable secure
information delivery by applying and delivering the record access restrictions desired by the patient to the OAuth Token.
OAuth Delegation Token can be delivered by writing the authority, scope, and time of destruction to view patient
information.This prevents the illegal collection of patient information and prevents the leakage of personal information that
may occur during the delivery process.
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Table 1. Threats to patient information delivery

systems(13)

Category

Threat

Unauthorized access
and server attacks

-1t is possible to
obtain patient
information through
the distribution of
malicious codes.
Server and database
attack by APT is
possible.

-Illegal inquiry,
tampering, and
leakage through
authentication bypass
and illegal user
creation are possible.

No security pledge
for handling medical
information

- Due to lack of
security pledges, the
responsibility for
medical information
disputes is unclear.
Responsibility for
medical information
disputes after
changing employment
conditions and leaving
the company is
unclear.

Poor management of
medical information
handler rights

- Indiscriminate
collection of medical
information may be
performed without
considering the
medical information
value, business
impact, and legal
compliance matters.

-1t is possible to leak
medical information
by internal medical
information handlers
and retirees.

Poor management of
printed medical
information

It is possible to leak
copies and copies of
personal and medical
information.

Due to the absence of
a media copy approval
process, it may be
unclear where the
material is
responsible for spills.
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Table 2. JWT Notation(21) oo} 2 ARE AP WeE =AY
Name Definition 4 ook 23 29 23 3% jwtell ARE o
. - H3sl7] 913k 3o a8 4= 9lH ke
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acting party to whom authority
has been de]egated. .................................................
e nt
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scope requested by the client Fig. 3. Additional Claims
JWT Header ="alg’ : RS256, typ : JWT {
(4) "iss": "https://Hostpital A.com",
"iat": 1582249083,
7. WY A= AR HYE Eﬂ%}b D% Bt "exp": 1613785083,
EER ‘:‘EL‘E?J-D} EETD) ] 7]_1;1_ 7%= OAuth "aud": "https://Hostpital B.com",
: "sub": “patient@email.com”,
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Fig. 2. Standard JWT Claims Fig. 5. Decoded JWT Token using JWT Decoder
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Table 3. Comparison with existing scheme

Proposed model (15) (16) 1n
Informatlon. storage Individual Centralized Centralized Individual
location storage of data storage of data
. OAuth token Only authorized Only authorized OAuth token
Information access
based users access users access based
Centrally Centrally Centrally
Information The patient’s managed by managed by managed by
disclosure scope own decision applying applying applying
capability permission capability
Information reuse Not reusable possible possible possible
Whether or not Information Information Information
. . The patient’s delivery and delivery and delivery and
information is L. . . .
own decision automatic automatic automatic
saved
storage storage storage
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o] Fxte] Fo §lo] ARE 4 & 5 §la A o] ol Af, &Y thEx o]F Tokens
Wk il ARt 7 2 P 2 4 o 715 AL ohA] AAREe] Brkiehr] wftel ko)A Ql
wgh Tk ASY AW WA= dlA7E sl SAA R FAE S 5 gl
AWE A A ARE BT 5T 5 9le
F o] A, Algtele mde 3l AR E A7) 6.2 H&t I EZ MBS S5t st T2EEE 8
A 2 WA A E FA k] wel T4 A
23] Au] wkalel] v ok} ok A= Tokens ©]&3F M $19& #18] OAuth
Het 38 AFES ZrlE BAg) A AlF g 99 EES AR Y EEE A)

6.1 H2 Ny U &3

o] ATolA e oz 2 A% Yui 77t
Wele] ARETh o At Wele] 23 Aule] A

24E A 2p8dg woles
o 9j¥elo] U Ao A3 §F 9w sl
Al 9=rh. =&, expire timedlel=, OAuthe]
7%, Token revocation time& AH|elA A&

HAX= HMAC SHA 25622 ¢l
H base64Z JFZHHTE A 7]E
ddsiA] ¢don o] F iR AA AAE & S ¢
yth o] Ad UL Eaf oA A AHw
ok

6.3 7|1E 97| Hlu

7% A7skel v st B A A% 9l
A, @ A AT 094, AR AT BRe
of olelst ol wlmsisict. A Aswe] H
7% Azdel Hate] Au AR F AFHeA
Y3 4 9low] ALgA A2 ke AgAR
o] Fsale Au ALge] BAbs sfehs Qe
A AR W 4 oleh =@ dele AAE 4 7]
Moz delnw vheRE A% 29 5o Y=
DA AR AT 5 vk Aod e

- et



AR R T3] =R (2020, 12) 1111
Table 4. Advantages through the proposed Zrel] ARE A AL F Y= s}, o] md
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